aah pEHbIM B -
FOBOPAT NP0 AEHBI'K?
MOLUEHHUKKN?
HE NAHUKYW!
B sanroco NEPEMPOBEPH!




€@ 3ABNOKUPOBATb ©® HAMUCATb €© OBPATUTbBCAHA

KAPTY ? 3ASABNEHWE O HECOTTTACHUH i B nNonuvuuio
5 C OMNEPALIMEMN :

+ No HoOMepy TenedoHa 6aHKa 3aaBneHve AOMKHO ~ Yewm Gonblue nogei

Ha 6aHKOBCKOW KapTe | 6bITb HANWCAHO: i nopgagyT 3asBNEHWA,
* Yepe3 MoOW/IbHOE NPUNoXeHne | cooBLLEeRNA O cnUcaHnum . YTO MPecTynHWKOB
- Yyepes NUYHLIA KabuHeT AeHer e OMIaN0
Ha ohuymaneHoOM canTe 6aHKa =+ Ha MecTe B OTAENeHUM
i GaHka

* B oTAENeHUn BaHKa

KAK OBE3OMNACUTb OEHbIr'M HA CHETAX?

HUKOMY HE COOBLLAUTE: KOOOBOE CNOBO
- CPOK AeWCTBNA KapThl U TDEX3HEYHbLIR Kog HasblBaWTe TO/LKO COTPYOHMKY OaHkKa,
Ha ee c6opoTHOW cTopoHe (CVV/CVC) Korga camu 3BOHWTE Ha ropadyro
NVHWUIO

* aponu W Kodbl U3 yBedoMNEHWA
= IOTWH W Naponb OT OHNarkH-6aHka

HE NMYBJ/IMKYWUTE
nepcoHanbHblie AaHHbIe B OTKPLITOM OOoCTYne

QD BaHk He koMneHcupyer
noTepu, ecNu Bbl HAPYLLUWW

npaewvna 6ezonacHoro
MCNONE30BaHUA KapThl

YCTAHOBMTE
aHTUBMPYCbl Ha BCe YCTPONCTBa

ey
R,

"
o

Monpo6Hee o npasunax 6€30NacHOCTH duHaHcoRas @
yuTalTe Ha fincult.info KynbTypa



ObewaloT cnmucaTtb Qonrmn?

[1poBEPb, UTO 3TO
He MOoLWeHHUKU!

@ baHk Poccum




KAK SALLUTUTDBCH
OT PULLUUNHTA

DUWKHr — BUO MOLWEeHHUYecTBa, Korga Y denoBeka KpaayT
nepcoHanbHblie AaHHbIe WNK OeéHbr € NOMOoLULbIO cCalToB-noaaenoK.
YacTo MoOWeHHWUKW AenalioT CanThl, KOTOpPbie KaK ape KalnJiv BoAbi
MNOXOXK Ha CanTbl PeanbHbIX OPFBHMSEII.IH;I

KAK MOXXHO OKA3ATbCH
HA ®ULLMHIOBOM CAWUTE?

Mo cceinkam U3 MHTEPHEeTa WK 3NeKTPOHHOW noyTel, CMC,
COODLEHNN B COLICETHX UM MECCEHKEPaX, PeK/lambi,
ob6bABNEHUIN O NOoTepesx, pacnpoga)xax, KoMneHcaumax
OT rocygapcTea

Xakepbl 4acToO B3/IAMbIBAIOT YY>KHMe aKKayHTbl,
M QUWMHIOBanA CCbiNKa MOXKET NPUIATH AaX<e OT 3HAKOMBbIX

KAK PACIMO3HATDb
®ULLMHIOBbIA CANUT?

Anpec OTNMYaeTcsl OT HAaCTOSALWEro NWlib Napo CUMBOOB
B appecHo# cTpoke HeT https 1 3Hauka 3aKpbITOro 3aMka
Ou3aiH CKONWMPOBaH HEeKaAYeCTBEHHOD, B TEKCTaX eCTb OWMBKK

¥ caiTta Mano cTpaHKu WK gake ofoHa — ans BBoOda AaHHbIX
KapThl

KAK YBEPEYbCH OT ®ULLNHIA?

YcTaHOBUTE aHTUBUPYC WU PeryspHO OOHOBAAWTE ero
CoxpaHsiiiTe B 3ak/lafKkax agpeca Hy>KHbix canTos
He nepexoguTe NO NOOO3PUTENbHBIM CChINKaM

McnoneayitTe OTOENbHYIO KapTy ANs MOKYMNoK B MHTEpPHETE,
KNagmMTe Ha Hee HY>KHYIO CyMMY MpsaMo Nneped onsaromn

®uHaHcoBas |
MoppotHee © npasxnax 9 KynbTypa i

KWGeprurveHsl YWTanTe Ha



- I

[OBOPAT NpO OE€Hbrn?
Knagu Tpybky n cam
nepenposepsau
nHpopmMauuio!




el

CoTpyaHuKu LleHTpobaHka

He 063BaHUBaIOT
nogen!




@ baHk Poccuun

KAK SALLUTUTDBCHA

OT OHNAUH-MOLWEHHUKOB

Y1061 fobpaTbca 4O BalMX 6aHKOBCKUX CHETOB,
MOLUEHHMKAaM HY>XXHbl BallX NepcoHanbHble AaHHble
N PEKBU3UTLI KapT

Kakue cxembl cnonb3aytoT adpepucTtbl?

OBELUAIOT 30/10ThIE FOPbI
Onpockl 2a BO3HAMPaXOEHWE, COUNANLHBIE BLINMATE WK CBERXNPUOEINbHLIE
MHBECTULMOHHbLIE NPoekThl. [apanTig GeicTporo oboraweHns — NpuaHak obmMaxa

SAMAHMEBAKOT HA PACIPOOAXW

OrpomHblie CEKMOKW M HASKME LeHbl MOTYT OKa3aTLCH MOLWEeHHUYECKOH VHOBKDH

CINEKYNMUPYKOT HA TPOMKWX COBbITHUHAX

Hanpumep, 00:aBNAI0T cOOP AeHer Ha pa3paboTky BakuWH, oGelaT BEPHYTb
OeHBrv 338 OTMEHEHHbLIE PENCEl MNK NPEeaNaraT NoNy4YuTb rocyAapcTeeHHbIE
noTauuu

MACKHWPYIOTCH

PazeirpelBaOT pONk NPOAaBUOE W NOKYNATENEH Ha NONYNAPHBLIX calTax oGBABNEHKIA

Kak o6e3onacuTb CBOU AeHbrm

B MHTEpHeTe?

1 veranosure AHTUBMPYC U PErynapHo oBHOBNANTE ero

3agenuTe OTASNLHYI0 AeBETOBYIO KAPTY ANA nnartexei
B MHTEDHETE W KNaAWTE Ha HEE HYXHYID CyMMYy Nepeq onnartoin

Bcerpa npoeepsainTe agpeca 3NeKTPOHHOW NMoYThl M CANTOR —
OHW MOrYT OTAKMYAaTLCA OT oMUManbHbIX NMLWL Napoli CUMBONOE

4 He nepexogute no cCcbiikaMm 0T He3HaKoMLIeB —
cpasy yaananTe COMHUTENbHBIE COOBLEHMA

Hukomy He cooblwaiiTe CEOM NepCcoHankHele daHHbIe

MoppobHee
O npasunax

KubeprurueHsl
uMTaliTe duHaHcoBas @
Ha fincult.info KYABTYES




OCTOPOXHO:
TENNE®POHHbIE MOLWEHHUKUA!

SNPU3SHAKOB OBMAHA

HA BAC
BbIXOOAT CAMWU

AdepurcTbl MOTYT
npepcTaBMTLCA CNyX60oH
6e3onacHocTu BaHka,
HanoroBowu,

npoKypaTypon

o601 HeoXnaaHHbIA
3eoHoOK, CMC unv nucbMo —

noBeod HAaCTOPOXUTbCH
. 3BOHAT
- wr 11 ::u.:n_.r ron o ;,'Ir;'_-ln-.r./::sdm-ﬂ u7
PAﬂyl'q_T BHE3AMHOW
BbIFrOOOW WU NYTAIOT ~ YBEOWUTECD,
Cnanble aMouHH MTO 3TO HE MOLWSHHWEKKM !
NPUTYNNSIOT

60MTenbHOCTD

Q BAXHO!
CoTpyaHWKK BaHKOB M NonruMmK =
HHKOMOA He cnpawvBealoT ’

PEeKBU3UTbI KapTbl, Maponum

13 CMC, nepcoHanbHbie faHHbie
1 He NPOCAT coBepLIaTh =
nepesogbl C Ballein KapTbl

mepa

i 4 Kak 3awmTiTs cBOM HUHaHCHI,
=] " ywTaiTe Ha fincult.info

e HA BAC OABAT

AdepucTtbl Bcerga
TOPONAT, YTO6bI

y Bac He 6bino
BpeMeHW Bce obayMaTb

o rMOBOPAT O AEHBIAX

lNpegnaratoT cnacTtn
cbepexeHus, NoNy4YnTb
KOMMEHCAaUMIO U BAIOXMUTbBCH
B MHBECTULIMOHHbIA NnpoeKkT

9 NMPOCHT COOBLUMTD
NAHHBIE

3n0YMBIWNEHHUKOB
MHTEPEeCyIOT PEKBU3UTDI
KapTbl, NapO/i1 W KOAbi

M3 BaHKOBCKMX yBeOOMNEHWUH

HUKOIroA HUKOMY
HE COOBILUAMUTE:

kogpl 3 CMC

Tpex3Ha4HbilA Kog Ha obopoTHoM
cTopoHe KapTtbl (CVV/CVC)

PIN-kon
naponuy/norvHel K 6aHKoBCKOMY
MPUAIOKEHUIO U OHNAAH-BaHKY

Koaoeoe CnoBo
nepcoHanbHbie gaHHbIE

®uHaHcoBanA
KynbTypa



CBOUTALKETbI OT BUPYCOB

BUPYCbI:

* OTKPbIBAIOT YAANeHHbIA JOCTYN K BalleMy YCTPOWCTBY
» KpapyT /IOrMHbI U Napony OT OHNaWH- U MoBunbHOro 6aHkKa
* NepexBaTbiBaloT CEKPETHbIE KOAbI U3 COOBLLEHUA

3anonyums 3TV AaHHble, KWGepnpecTynHUKHK
MOrYT MOXUTUTb BCE AEHbIrM C BalLIUX CHETOB

@ bank Poccum

KAK SALLUUTUTD

KAK MOHATD,

YTO YCTPOMUCTBO 3APAXKEHO?

YTO OENATD,

ECNYM HA YCTPOWUCTBE BUPYC?

KAK SAWLMUTUTD

YCTPOWCTBO OT BUPYCOB?

uyMTaMTe Ha (incult

3aBucaeT, NepesarpyXaeTca UM oTKAKYaeTcs
Camo 3apepLliaeT paboTy NpUNoXeHWi
NMokaseiBaeT BCNNbIBAKOWMWE OKHA

Tepser o6vem NamaTu

lMossonnTte B 6aHK N Nnonpocute 3abnoknpoBaTtbh AOCTYN
K OH/alH- 1 MOOWNBbHOMY BaHKy W BCE KapThbl, KOTOpble
HCNoNbL30BanNy Ha YCTDOI;"ICTBE

O6patrTeck B CepBHUCHbIA LEeHTP, 4ToOb! BbiNe4vTh ragxer

MepeBsINycTUTE KapThl, CMEHWTE NOrMH U Naponk
OT OHNaiH-6aHKa 1 3aHOBO YCTAHOBUTE 6AHKOBCKOE NpHIOXeHne

Hcnone3yiTe aHTUBMPYC U perynapHo ero o6HOBNARTE

He nepexogute No cchiNKaM OT HE3HAKOMLUEB, HE yCTaHaBN1BaiiTe
nporpamMmbl Mo Ux Npock6e U He UCMIBNb3YIATe YyXue eIk

CkavneanTe NPMNoXeHMs TOMbKO U3 NPOBEPEHHbIX MCTOYHUKOB
O6HoBNAWTE ONEepauMoHHYO CUCTEMY YCTPOWCTEA

Mz6eraiTe obwenoctynHeix Wi-Fi-cetei

duHaHcoBan
Moppo6Hee o aammra.qmo B yLTYRa @



